NMHOOPMALMOHHASA NMAMATKA
AndA ObYYAIKOLWUXCA And PASMELLEHUA
HA O®ULUUNAJIbHbIX MHTEPHET- PECYPCAX

C kaxgblM rogoM MONOOEXM B UHTEPHETE CTaHOBUTbCA Gornblue, a LUKONbHUKN
OHU N3 caMbIX aKTUBHbIX nomnb3oBaTenen PyHeta. Mexagy Tem, MOMUMO OrpPOMHOro
KOnMyecTBa BO3MOXHOCTEW, MHTEPHET HeceT M npobnembl. JTa namaTka OOSPKHa
nomoyb Tebe Be3onacHoO HaXoAUTLCA B CETWU.

KomMnbroTepHble BUPYCHI.

KoMnblOTEPHBIN  BUMPYC - 3TO Pa3HOBUMAHOCTb KOMMBIOTEPHBLIX MporpamMmm,
OTNNYNUTENBHON OCOBEHHOCTLIO KOTOPOW SABNSAETCS CMOCOOHOCTb K pa3MHOXeHu. B
AONOSHEHME K 3TOMY, BMPYCbl MOIyT MOBPEAUTb WM MOSHOCTBIO YHUUTOXUTb BCE
Gannbl M OaHHble, NOOKOHTPOSIbHbIE MOMb30BaTEN, OT MMEHW KOTOpOro Obina
3anylleHa 3apaxeHHas nporpaMmma, a Takke MNOoBpeauTb WM Jaxe YHUYTOXUTb
OnepaumoHHy0 cuctemy co Bcemu dannamum B uenomMm. B GonblunHCTBE crniyvyaes
pacrnpoCTPaHATCA BUPYCbl Yepe3 MHTEPHET.

MemoOdsbI 3auwyumsbl om epedOHOCHbIX MPo2pPaMM:

1. Wcnonb3yn coOBpeMeHHble onepauuoHHbIE CUCTEMbI, MMeKLmne Cepbe3HbIi
YPOBEHb 3aLLMTbl OT BPEAOHOCHbIX MPOrpamMmm;

2. TlocTodHHO ycTaHaBnuBam navytnm  (UMcpoBble  3annaTtkv, KOTopble
aBTOMaTUYECKN YCTaHaBNMBAKTCA C LUenblo JopaboTknm nporpammbl) W aApyrue
oBHOBNEHNA cBOEeN onepaumoHHOn cuctembl. CkauymBanm UX TOSIbKO C oduuManbHOro
canta paspabotunka OC. Ecnu cywecTtByeT pexuMm aBTOMaTM4YecKoro OBHOBRNeHus,
BKIHOYU €r0;

3. Pabotam Ha cBOeM KomnbiloTepe nog npaBaMu Mofb3oBaTens, a He
agMuHUCTpaTopa. 3TO He NOo3BOSIMT  OOMbLUMHCTBY BPELOHOCHLIX MNporpamm
WMHCTannMpoBaTbCA Ha TBOEM NEPCOHaNbHOM KOMMbIOTEPE;

4. Mcnonb3yih  aHTUBMPYCHblE  MpOrpaMMHble  MNPOAYKTbl  M3BECTHbIX
npouns3soguTenen, ¢ asTomaTniyeckum obHoBneHmem 6as;

5. OrpaHunyb omsnyeckmin 4OCTYN K KOMNbIOTEPY AN NOCTOPOHHUX NN,

6. Vcnonb3yn BHeLWHWE HOCUTENW MHOPMaUMKU, Takne Kak drieluka, OUCK Unu
drann n3 nHTepHeTa, TONbKO U3 MPOBEPEHHBLIX UCTOYHUKOB;

7. He oTKpblBan KOMMbIOTEPHbLIE (pawnnbl, MOMyYEHHbIE W3 HEHaOEeXHbIX
NCToYHMKOB. [laxe Te pannbl, KOTOpble npucnan TBOW 3HAKOMbIW. Jlyywe yTo4Hu Yy
Hero, OTrnpaBnAn nvm oH Tebe ux.

Cetn WI-FI.

Wi-Fi - 3TO He BuAO nepegadn OaHHbIX, HE TEXHOMornsi, a Bcero nub 6peHa,
mMapka. Ewe B 1991 rogy HuagepnaHackas KoMMnaHusa 3aperucrpupoBana OpeHa
"WECA", yto o6o3Ha4vano cnosocoyetaHue "Wireless Fidelity", koTopbin nepesoanTtcs
Kak "6ecnpoBogHasi TOMHOCTbL".

[lo Hawero BpemMeHn gowna gpyras abbpesuartypa, KoTopasi SBfSieTCA Takom Xe
TexHonornen. 31o abbpesnatypa "Wi-Fi". Takoe HasBaHme ObINIO AAaHO C HAMEKOM Ha
cTaHOapT BbiCclwen 3ByKoBoM TexHukn Hi-Fi, 4yTo B nepeBoge o3Ha4daeT "BbicOKas
TOYHOCTbL".

[a, GecnnaTHbIM MHTEPHET-AOCTYN B Kade, OTensx M asponoprax sBhsieTcd
OT/IMYHOM BO3MOXHOCTbIO BbIXO4a B MHTEPHET. HO MHOrme akcnepTbl CYMTAOT, YTO
obwenoctynHole Wi-Fi ceTn He saiBnsatoTcst 6e3onacHbIMN.

Coesemnl no 6e3onacHocmu pabomsi 8 o6wedocmynHbix cemsix Wi-fi:

1. He nepepaBai cBoO nNu4Hy0 MHopmaumio Yyepes obweaoctynHble Wi-Fi ceTu.
PaboTas B HMX, XenaTtenbHO He BBOAUTb Naposin 4OCTyNa, NOrMMHbI U Kakne-To HoMepa;



2. Wcnonb3yn n OGHOBNSM aHTUBMPYCHble nNporpammbl M OpaHomayep. Tem
cambIM Tbl 06e3onacuib cebsa OT 3akayku BUpyca Ha TBOe YCTPOWCTBO;

3. Mpwn ncnonb3zoBaHun Wi-Fi otkntoun cyHkuuio "O6wnii goctyn K chamnam u
npuHtepam". [aHHas QYyHKUMS 3akpbiTa MO YMOSMYaHUKD, OAHAKO HeKoTopble
nonb3oBaTeENN aKTUBMPYIOT ee Anga yaobceTea ncnonb3oBaHus B paboTe unm yyebe;

4. He ucnonb3yn nybnuynbin WI-FI ona nepegaym nNUYHbIX AaHHbLIX, Hanpumep
AN BbIXOA4a B coLMarnbHble CETU UMW B 3NTIEKTPOHHYIO MOYTY;

5. Ncnonb3yn TONbKO 3aluuLLieHHoe coeauHeHne vepe3 HTTPS, a He HTTP, T.e.
npu Habope BebG-agpeca BBoAN nmMeHHo "https://";

6. B moOunbHOM TenedoHe oTkMouM  yHKumo "MogknoveHne kK Wi-Fi
aBTOMaTu4eckun". He gonyckam aBTOMaTUYECKOro MOAKMIYEHUS YCTPOMUCTBA K CeTAM
Wi-Fi 6e3 TBOero cornacus.

CoumanbHble ceTu

CoumanbHble ceTV akTUBHO BXOAAT B Hally XW3Hb, MHOrue nogau padoTtatT u
XUBYT TaMm NOCTOSAHHO, a B Facebook yxe 3apernctpypoBaH mMunnvapn 4YenoBek, YTo
SABNSETCA OAOHOM CceabMOW Bcex »utenen nnaHeTtbl. MHoOrmMe nonb3oBaTenun He
NMOHUMAIOT, YTO MHAdOPMaLUS, pasMeLLeHHass UMN B COUMArbHbIX CETSX, MOXET ObliTb
HangeHa W UCnonb3oBaHa KemM YrogHo, B TOM u4ucrie He obsasaTtenibHO ¢ 6narumm
HaMepPEHNAMMN.

OcHoeHbIe coeembi Mo 6e3onacHocmMu 8 coyuasibHbIX Cemsx:

1. OrpaHuyb cnucok gpysen. Y 1eba B Opy3bsx HE AOMKHO ObiTb CnyyYarHbIX U
HEe3HaKOMbIX NOAEWN;

2. 3awmuwan CBOK YacTHYH XU3Hb. He ykasbiBanm naponu, TenedoHbl, agpeca,
AaTy TBOEro pOXAEHUS U APYryK JIMYHYK MHGOPMaUMo. 3MOYMbILWEHHUKNU MOTyT
Mcnonb3oBaTb Aaxe WHoOpPMaUUK O TOM, Kak Tbl M TBOW poauTenn nnaHupyeTte
NPOBECTU KaHUKYbI;

3. 3awmwan cBol penytaumio - OEpXu ee B YNCTOTe M 3agaBan cebe Bonpoc:
xoTen Obl Tbl, YTOObLI ApyrMe nonb3oBaTenn BUAENU, YTO Thl 3arpyxaewbs? Nogyman,
npexae 4Yem 4YTo-To onybrmMkoBaTh, HAaNUcaTb U 3arpy3unThb;

4. Ecnv Tbl rOBOpULWb C JIOABMU, KOTOPbIX HE 3Haellb, He WUCMNOoSib3yh CBOEe
peanbHOE UMS 1 OPYrYH NUYHY MHAOPMaLUK: NMS, MECTO XUTENbCTBA, MECTO y4ebbl
N npoyee;

5. N3beran pasmewieHus doTorpadui B WMHTepHeTe, rae Tbl mM3obpaxeH Ha
MECTHOCTM, MO KOTOPOW MOXXHO OMNpeaeniuTb TBOE MECTOMNONOXEHNE;

6. Mpn pernctpauumn B coumanbHOW CETM HEOBXOAMMO WMCMONb30BaTb CIOXHbIE
naposnu, coctosime n3 6yks n unudp 1M C KOIMYECTBOM 3HAKOB He MeHee 8;

7. Ana coumanbHON CeTWU, NOYTbl U OPYrMX CanToB HEOBXOAMMO WUCMONb30BaTb
pasHble naponu. Torga ecnu 1eba B3NOMaloT, TO 3MO0YMbILWSIEHHMKX Nofy4aT JOCTyn
TOJSIbKO K OAHOMY MECTY, a He BO BCe cpaasy.

ONeKTPOHHbIE AeHbIN.

ONEKTPOHHbIE AeHbrM - 3TO O4YeHb YAOOHbIM crnocob nnaTtexen, OAHAKO
CYLLLECTBYIOT MOLLUEHHMKWN, KOTOPbIE XOTAT NONYYUTb 3TU AEHbIMN. ONEKTPOHHbIE AEHbMM
NOSABUINCb COBCEM HEAABHO M MMEHHO U3-3a 3TOro BO MHOIMMX rocygapcrBax OO CUX
nop He NPONUcaHoO NMpo HUX B 3akoHax. B Poccun e oHM PYHKLMOHUPYIOT N O HUX YXe
NpoONMCcCaHO B 3aKOHe, FAe WX pasfensitoT Ha HEeCKOSbKO BWAOB - @aHOHWMHbIE U He
aHOHVMMHble. PasHuua B TOM, YTO aHOHWMHbIE - 3TO Te, B KOTOPbIX paspellaeTcd
npoBOoauTbL onepaumn 6e3 unaeHTUdUKaUMM nonb3oBaTenis, a B HeaHOHUMHbIX
noeHTUrKaums nonb3oBartens aBnaeTca ob6a3arensHon.



Takxke crnegyeT pasnuyaTb 9NEKTPOHHble ouaTHble OeHbrN (paBHbI rOCY4apCTBEHHbIM
BanTam) W O3reKTPOHHble HeduaTHble [AeHbrM (He paBHbl FOCY4apCTBEHHbIM
BanoTam).

OcHoeHble cosembl o 6e3onacHoli pabome ¢ 3716KMPOHHLIMU OeHb2aMu:

1. MpuBskn K cyeTy MOOUNbHBIN TenedoH. ATO cambll yOOOHbLIN U ObICTPbLIN
cnocob BOCCTaHOBUTbL A0CTyn K cyeTy. [lpmBs3aHHbIM TenedoH MNOMOXET, ecnu
3abyaellb CBOW NnaTeXHbI Naposb Uy 3angellb Ha canT C HE3HAKOMOro YCTPONCTBA;

2. Wcnonb3ym opHopasoBble naponu. [locrne nepexoga Ha  YCUMEHHYHO
aBTopm3aumo Tebe yxe He OyaeT yrpoxaTb OMACHOCTb Kpaxu Wnu nepexsaTa
nnaTexHoro napons;

3. Bbibepu cnoxHbin naponb. MNMpectynHukam GygeT He NpoCTO yragaTtb CrOXHbIN
naponb. HagexHble naponu - aTo Naponu, KoTopble coaepxaT He MeHee 8 3HaKoB U
BKMOYalOT B cebsi CTPOYHbIE U MPONUCHble BYKBbI, LMMPbl U HECKONbKO CUMBOJSIOB,
Takue Kak 3Hak gonnapa, yHTa, BocknuuaTtenbHbli 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOW NNYHbIE AaHHbIE HA canTax, KOTOPbIM HE AOBepseLlb.

ANeKTPOHHas noyra.

ONeKTpOHHas noyTa - 3TO TEXHOMOMMs W NpedocTaBngeMble el ycryrm no
nepecbisike M MNOSTIYYEHUIO 3NEKTPOHHbLIX COOOLLEHU, KOTOpble pacrnpefensitotcs B
KOMMbloTepHON ceTU. OBbIYHO 3MEKTPOHHbBIA MOYTOBbLIA ALMK BbIMMSAUT CReAyHLWUM
obpasoMm: uMsA_nonb3oBaTens@uMsa_[OMeHa. Takke Kpome nepegavM MpoCToro
TEKCTa, UMeeTCcs BO3MOXHOCTb nepefasaTb dpannbl.

OcHoeHble cogembl o 6e3onacHoli pabome ¢ 3716KMPOHHOU MOYMou:

1. Hago BbibpaTb npaBurbHbIM NOYTOBLIA CEPBUC. B MHTEpHETE €CTb OrpOMHBbIN
BbI6Op BecnnaTHbIX NOYTOBLIX CEPBUCOB, OAHAKO fyylle LOBEPSTb TEM, KOro 3Haellb n
KTO NepBbi B PENTUHTE;

2. He ykasbiBa B NMYHOM MoOYTE NMYHy uHGopmauuio. Hanpumep, nydwe
BbIGpaTb "My3bikanbHbIN_daHaT@" nnn "pok2013" BmecTto "temal13";

3. Vcnonb3yn OByxaTanHyk aBTopu3auuio. OTO Korga MOMMMO MNapornist HY>KHO
BBOAUTb KO, npucbinaemsiv no SMS;

4. Bbibepu crnoxHbl naposb. [Ons Kaxaoro NoYTOBOro silmMka AoSmKeH ObiTb CBOW
HaZEeXHbI, YCTONYMBLIN K B3/TOMY Maporsib;

5. Ecnn ecTb BO3MOXHOCTb HanucaTb CaMOMYy CBOW JIMYHbLIA BOMPOC, UCMOMNb3yN
9Ty BO3MOXHOCTb;

6. Vicnonb3y HECKOMbKO MOYTOBBIX ALWMKOB. [1epBbIn ANs YaCTHOW Nepenuckn C
agpecatamu, KOTOpbIM Tbl JoBepsiellb. JTO 9fEKTPOHHbIM afgpec He Hajo
Mcnonb3oBaTh NPU permcTpauum Ha oopymMmax u camrtax;

7. He oTkpbiBan dpanrnbl U Apyrue BRNOXEHUS B NMUCbMax, JaXe €Criv OHU NpULLu
OT TBOMX Apy3eN. Jlydlle yTOYHM Yy HUX, OTAPaBAanu v oHn Tebe atn dannsl;

8. NMocne okoH4YaHus paboTbl HA MOYTOBOM CeEpBUCE Nepes 3akpbiTUEM BKMaAKM C
canTom He 3abyab HaxaTb Ha "Bbintn".

KnbepOynnuHr unu BupTyanbHoe usaeBaTtenbCTBO.

KnbepbynnuHr - npecnegoBaHue cooOLeHUsIMK, copepXalinumMm ockopbneHus,
arpeccuto, 3anyrMBaHue; XynuraHcTBO; coumanbHoe OOMKOTUPOBaHME C MOMOLLBIO
PasriMYHbIX MHTEPHET-CEPBUCOB.

OcHogHblIe coeembl 1o 6opbbe ¢ kubepbynIuHa20oM:

1. He 6pocaricsa B 601. Jlyqwmnn cnocob: nocoBeToBaTbCs Kak cebst BECTU U, ecnn
HEeT TOro, K KOMy MOXHO 0BpaTUTbCHA, TO BHa4dane YCnokoMTbCs. Ecnu Tbl HayHelb
oTBeYaTb OCKOPOMNEeHusMM Ha OCKOpPONeHusi, TO TONbKO euwle 6ornblie pasoxkellb
KOHINKT;

2. YnpaBnsi cBoen kubeppenyrtaumnen;



3. AHOHMMHOCTb B ceTh MHUMasd. CyLleCcTBYIOT CMOCOObI BbIACHUTb, KTO CTOUT 3a
aHOHUMHbIM aKKayHTOM;

4. He cTonT BECTM XynuraHckuim obpas BUpPTyanbHOW XNU3HU. VIHTEpHET domKkcupyeT
BCE TBOV AENCTBUS U COXPAHSAET UX. YaanuTb ux 6yaet KpanHe 3aTpygHUTENBHO;

5. Cobniogan CBOK BUPTyaribHYHO YeCTb CMOJSIOAY;

6. VIrHopupyn eanHnyHbln Heratue. OQHOpa3oBble OCKOpOUTENbHbIE COOOLLEHNS
nyywe nrHopmposaTb. OBbIMHO arpeccusi NpekpaLlaeTcs Ha HayYanbHOW CTaauu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMM COOOLLUEHUAMU, B
coumnanbHbIX CeTAX €eCTb BO3MOXHOCTb OfOKMPOBKM OTMNpaBKM COOOLWEHUA C
onpenerneHHbIX agpecos;

8. Ecnu Tbl cBugetenb knbepbynnuHra. TBou AEWCTBUS: BbICTYNUTb MNPOTMB
npecrnegosaTens, MnokasaTb €My, 4YTO ero [AeWCTBUS OLeHMBAKTCA HeraTuBHO,
noaaepxaTb XXepTBY, KOTOPOW HyXXHa MCUxonornyeckas nomoLlb, COOBWUTL B3POCHbIM
0 hakTe arpecCcuBHOro NoBeaeHUs B CETW.

Mo6unbHbIN TenedoH.

CoBpeMeHHble cMapTdOHbl M NMaHWweTbl cogepxaT B cebe BNOMHEe B3pOCHbiN
dYHKUMOHAs, 1 Tenepb OHN MOTYT KOHKYPUPOBaTb CO CTaLUMOHAPHBIMU KOMMNbIOTEPAMW.
OpHako, cpefcTB 3almThl 48 NogobHbIX YCTPOMCTB NOKa OYeHb Mano. TecTupoBaHue
N NOUCK YSI3BUMOCTEN B HUX MPOMCXOOUT HE TaK MHTEHCUBHO, Kak ans K, To xxe camoe
KacaeTcsa N MOBUNbHbBIX NPUITOXEHNNA.

CoBpemMeHHble MObGUIbHblE Opay3epbl yxe MNpaKTUYECKM AOrHanu HacTosbHble
aHanoru, ogHako paclmpeHne yHKLMoHana BneyveT 3a cobom 60mbLUy0 CIOXHOCTb U
MEHbLLUYIO 3aLLMLLEHHOCTb.

[aneko He Bce npou3BOAUTENN BbIMyCKaldT OOHOBMEHMS, 3aKpblBatoLLne
KpUTUYEeCcKne yasBumMoCTU A5t CBOMX YCTPOMCTB.

OcHoeHble cosembl 0nsi 6e3onacHocmu MobusibHo20 mesie¢hoHa:

1. Huyero He saBndetca no-HacTosiwemy 6GecnnatHbiM. Byab OCTOPOXEH,
Beab, korga Tebe npegnaratoT 6ecnnaTHbI KOHTEHT, B HEM MOTYT ObITb CKPbIThI Kakune-
TO NnaTHble yCnyru;

2. Adyman, npexge 4em otnpasutb SMS, ¢oTO unn Buaeo. Tbl TOYHO
3Haelb, rae oHn 6yayT B KOHEYHOM uUTore?

3. Heobxoanmo 06HOBNATL ONepaunoHHy0 CUCTEMY TBOErO CMapTdOHa;

4. Mcnonb3yi aHTUBMPYCHbIE NpOrpamMMbl 4515t MOBUIbHBLIX TENEOHOB;

5. He 3arpyxain npunoxeHus OT HEU3BECTHOrO UCTOYHMKA, BeOb OHU MOryT
cogepXaTb Bpe4OHOCHOe nporpaMmHoe obecneveHue;

6. [Mocne Toro Kak Tbl BblAeLWb C canTa, rge BBOAUI JIMYHY MHOPMaLMIO,
3anan B HaAcTporikm bpaysepa n yganm cookies;

7. lMepnoanyeckn npoBepsii, Kakme nnaTHble YCMyrn akTMBUPOBaHbl Ha
TBOEM HOMeEpE;

8. [aBan cBon HoMep MOBUNbHOro TenedoHa TONbKO MAAM, KOTOPbIX Thbl
3Haelb 1 KoMy JoBepsieLUb;

9. Bluetooth gomkeH ObITb BbIKNHOYEH, KOrgda Tbl UM He nonb3yelwbes. He
3abbiBan MHOr4a NpoBepsATb 3TO.

10.
Online urpbl.

CoBpeMeHHble OHMaMH-Urpbl - 3TO KpacOYHble, 3axBaTblBalOLUME pPa3BreYeHus,
00beanHAILWME COTHM ThICAY YENoBeK MO BCEMY MUpPY. Urpokn nccneayoT AaHHbIR UM
MUp, obLalTca Opyr C APYrom, BbIMOMHSKT 3afaHus, cpaxaltTca C MOHCTpaMu u
nony4aroT onbiT. 3a YyOOBOMNbCTBME OHWM NNATAT: MOKYNakT AUCK, OnfadmsBatoT
aboHeMeHT nnu npnobpeTarT Kakme-To Onuumn.



Bce otm cpegctBa mayt Ha noggepxaHue U pasBuUTME Urpbl, a TaKkKe Ha camy
6e30nacHOCTb: COBEPLLEHCTBYOTCA CUCTEMbI aBTOPU3aLuUK, BbiMyCKalOTCA HOBbIE NaTyn
(undppoBble 3annaTku Ans NporpamMm), 3aKpbliBalOTCHA YA3BUMOCTN CEPBEPOB.
B nogobHbIX nrpax CToMT onacaTbCA HE CTOMbKO CBOWMX COMEPHUKOB, CKOJTbKO KpaXKu
TBOEro napons, Ha KOTOPOM OCHOBaHa CMcCTeMa aBTopu3aunmn 60nbLWMHCTBA Urp.

OcHogHblIe coeembl 1o 6e3o0rmacHOCMuU Meoe20 U2pPo08020 akKayHma:

1. Ecnn pgpyron urpok BegeT ceba nnoxo unu cosgaeT Tebe HenpusiTHOCTMW,
3abroKMpymn ero B CUCKe UrpoKoB;

2. lNoxanyncs agMuHUCTpaTopaM Urpbl Ha Mroxoe noBedeHue 3TOro Urpoka,
XenaTenbHO NPUNOXWUTb KakMe-To JoKa3aTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBaun Nn4Hyt0 MHGOpMaUmIo B npodanne urpsbl;

4. YBaxawn gpyrux y4aCTHUKOB MO Urpe;

5. He ycTaHaBnueaun HeodumumarbHble naTin N Moapl;

6. Micnonb3yn crnoxHble 1 pasHble naponu,

7. Jaxe BO BpeMsA Urpbl He CTOUT OTKMOYATb aHTUBUPYC. [1oka Tbl Urpaellb, TBOW
KOMMbOTEP MOTYT 3apa3unTb.

DULLMHI UK KpaXKa JINYHbIX AaHHbIX.

OObI4HOM Kpaxken OeHer U OOKYMEHTOB CErodHsa yXe HWKOro He yAMBULLb, HO C

pasBUTUEM WHTEPHET-TEXHOMOMMN 3MOYMbILUIIEHHUKN NEepeMeCcTUnMCb B WUHTEPHET, U
NPOAOSKaT 3aHUMaTbCs "NodnMbIM" genom.
Tak nosiBunNacb HoBasi yrpo3a: UHTEPHET-MOLLUEHHNYECTBa UK (DULLKHT, FMaBHas uerb
KOTOPOro COCTOUT B MNOSyYEHUN KOH(PMAEHUMANbHbLIX AaHHbIX Monb3oBaTenen -
NOrnHoB 1 naponen. Ha aHrnuinckom s3bike phishing untaetca kak dpuwmHr (ot fishing -
pblbHas noens, password - naporsb).

OcHoeHble cosembl o 6opbbe ¢ huwuHa2oM:

1. Cnegm 3a cBouM akkayHTOM. Ecnn Tbl nogo3peBaellb, YTO TBOSA aHKeTa Obina
B3rloMaHa, To HeobxoaMmo 3abnoknpoBaTb €e U COOBLWUTL agMUHUCTPaTOpaM pecypca
06 3TOM Kak MOXHO CKOpee;

2. WNcnonb3yn 6GesonacHble BeO-calTbl, B TOM 4MCIE, WMHTEPHET-MarasuHoB W
MOUCKOBbIX CUCTEM,;

3. Ncnonb3yn cnoxHble 1 pasHble naponu. Takum obpasom, ecnn Tebs B3fnomaror,
TO 3NOYMbILUNIEHHUKM NOoNyYaT 4OCTYN TOMbKO K O4HOMY TBOeMy Npodunto B CETH, a He
KO BCEM;

4. Ecnv Tebs B3nomanu, To HeobxoauMo npeaynpeanTb BCEX CBOUX 3HAKOMbIX,
KoTopble gobaBneHbl y Teba B Apy3bsiX, O TOM, YTO Tebs B3noManu n, BO3MOXHO, OT
TBOEro MMeHn GyaeT paccbinaTbCA Cnam M CCbISIKM Ha (PULLIMHIOBbIE CalTbl;

5. YcraHoBu HagexHbi naponb (PIN) Ha MOBUnbHbIN TenedoH;

6. OTKNOYKN coxpaHeHne napong B bpaysepe;

7. He oTkpbiBan dpanrnbl U Apyrue BRNOXEHUS B NMUCbMax, JaXe eCriv OHU NpULLu
OT TBOMX Apy3en. Jlyywe yTouHM Yy HUX, OTNPaBAsv N oHn Tebe aTn dannol.

LucdpoBas penytauus.

LindpoBas penytaumsa - aTo HeraTMBHas Uiy NO3NUTUBHAA MHOpMaLNA B CETU O
Tebe. KomnpomeTupyowaa wHpopMaund, pasmeleHHass B WHTEPHETe, MOXeT
cepbe3HbIM 06pa3oM OTPa3nTLCA Ha TBOEW peanbHOM XusHu. "Lindgposas penytaumnsa” -
3TO TBOW UMUK, KOTOPbIN hopMUpyeTCs N3 MHopmauum o Tebe B MHTEPHETE.

TBOEe MeCTO XuTenbctBa, y4ebbl, TBOe (PMHAHCOBOE MONOXEHNE, OCOBEHHOCTU
Xapakrtepa u pacckasbl 0 6rIM3KMX - BCe 3TO HakannBaeTCsi B CETU.

MHOrMe nOAPOCTKM  NErKOMbBICIIEHHO OTHOCATCA K  NyGnukauum  nn4HON

nHpopmauum B WHTEepHeTe, He NnoHUMasi BO3MOXHbLIX MOCAeACTBUA. Tbl gaxe He



CMOXelWb AoragaTbCs O ToM, 4TO hoTorpacdua, pasmeweHHaa 5 neT Hasag, ctana
NPUYNHON OTKa3a NPUHATL Teba Ha paboTy.

KommeHTapun, pasmelleHne TBomx potorpadmm n gpyrme OeUCTBUA MOTYT He
NCYE3HYTb Jaxe Mocrfie Toro, Kak Tbl UX yAanuwb. Tbl HE 3Haellb, KTO COXpaHwus aTy
MHoOpMaUuio, nonana M OHa B MOWCKOBbIE CUCTEMbI M COXpaHMNacb NN OHa, a
rmaBHoOE: YTO NoayMalrT O Tebe oKpyxarolme nau, KoTopble HarMayT U yBUOAT 3TO.
HanTtn nHpopmauunio MHOro neT Cnyctsi CMoXeT Nobon - kak n3 Aobpbix NobyxaeHun,
TaK U C HAMEPEHNEM MPUYUHUTL Bpen. OTO MOXET ObITb KTO YroaHo.

OcHosHbIe coeembl M0 3aujume yugpoeou pernymauyuu:

1. MNogyman, npexage Yyem 4TO-TO NybnukoBaTb U NepefaBaTb y cebs B 6rore nnm
B COLManbHOW CETU;

2. B HacTpounkax npodunsa yctaHOBM OrpaHUYeHns Ha NpoCMOTpP TBOEero npoduns
N ero coaepXmmoro, caernan ero Tosbko "ansa apysen”;

3. He pasmewan un He ykasbiBah MHGOPMaLMIO, KOTopasi MOXET Koro-nmbo
OCKOpONATL U obmxaTb.

ABTOpCKOE npaBo.

CoBpeMEHHbIE LLKOSTbHUKWN - aKTUBHbIE MONb30BaTeENU LMEGPOBOro NpoCTpaHCTBA.
OpHako ganeko He BCe 3HalOT, YTO MOfb30BaHME MHOMMMW BO3MOXHOCTSIMU LIMGOPOBOIo
Mupa TpebyeT cobnogeHns npaB Ha MHTENNEeKTyanbHyt0 CO6CTBEHHOCTb.

TepMuH "nHTennekTyanbHaa cO6CTBEHHOCTL" OTHOCUTCS K PasnnYHbIM TBOPEHUSM
YerioBEeYeCKOro ymMa, HauuHasi C HOBbIX W300peTeHMi U 3HakoB, OOO3Ha4aoLLMX
COBCTBEHHOCTb Ha NPOAYKTbl M YCRyrn, W 3akaHyMBas KHuramu, dpoTtorpadpusmu,
KMHOUIIbMaMmn 1 My3blKasibHbIMU MPOU3BEAEHNAMM.

ABTOpCKME npaBa - 93TO MNpaBa Ha MWHTENSeKTyanlbHyl0 COOBCTBEHHOCTb Ha
Npou3BeneHNsT Hayku, NnuTepaTypbl M UCKyccTBa. ABTOPCKME MpaBa BbICTyNnakwT B
KayecTBe rapaHTUU TOro, YTO UHTESNEKTyasbHbIN/TBOPYECKUI TPyA aBTopa He byaet
HanpacHbIM, OacT eMmy CchnpaBennuMBbleé BO3MOXHOCTM 3apaboTaTb Ha pesynbTaTax
CBOEro Tpyaa, nosiyumTb N3BECTHOCTb U Npu3dHaHue. HukTo 6e3 paspelueHnst aBTopa He
MOXeT  BOCMPOM3BOAMTbL  €ro  MNpou3BefeHue,  pacnpocTpaHsaTb,  NyOnmu4Ho
AEMOHCTpUpoBaTb, npodaBaTb, MMMNOPTUPOBATb, MyckaTb B MpokaT, nybrMyHo
NCMOMHATL, NOKa3blBaTb/UCNONHATL B 3dmpe unu pasmewats B VIHTepHeTe.

Vicnonb3oBaHne "nupartckoro" nporpamMmHoOro obecneyeHnss MOXEeT NpUBECTU K
MHOTMM puUCKaM: OT MNOTEPU [LaHHbIX K TBOMM akkayHTam OO0 OnOKMPOBKM TBOErO
YCTPOWCTBA, rae YCTaHOBIieHa HeneranbHas nporpamma. He ctouT Takke 3abbiBathb,
YTO CYLLLECTBYIOT NneranbHble U 6ecnnatHble NporpamMMbl, KOTOPbIE MOXHO HaUTU B CETMU.

O nopTrane.
CeTteBMYOK.pcp - TBOM [faBHbIN COBETYMK B CeTU. 34eCb Tbl MOXelWb Yy3HaTb O
6e3onacHOCTM B CETM MOHATHbIM M AOCTYNHbIM $3bIKOM, @ MNpPU BO3HWKHOBEHUU
KPUTUYECKON cuTyauum obpatuTtbCa 3a CcoBeTOM. A Takke MNpUHATL yvacTve B
KOHKypcax 1 ctaTb caMbliM UUAPOBLIM rpaxgaHUHoOM!



